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Message Encoding and Decoding Through Chaos
Modulation in Chaotic Optical Communications

S. Tang, H. F. Chen, S. K. Hwang, and J. M. Liu

Abstract—Chaos modulation for message encoding and de-
coding is investigated using two chaotic optical communication
systems. With a message injected into the chaotic dynamics of the
transmitter in chaos modulation, the complexity of the chaos is
found to increase. Meanwhile, the synchronization quality is not
influenced by the message encoding. The effect of channel noise
is investigated and the bit error rate is calculated as a function of
the signal-to-noise ratio for both systems.

Index Terms—Chaotic communication, chaos modulation, mes-
sage encoding and decoding, semiconductor lasers.

I. INTRODUCTION

W ITH THE success in chaos synchronization [1], chaotic
communication is of great current interest because of

potential advantages in efficiently utilizing the broad band-
width of a communication channel and potential applications
in secure communications. Different methods of message
encoding and decoding in chaotic communications have been
proposed, which can be classified into three major categories:
chaos masking [2], chaos shift keying [3], and chaos modula-
tion [4]–[6]. Chaos modulation was first proposed in chaotic
communication systems using Chua’s circuits and Lorenz
systems [4], [6]. Since optical communication systems are of
great advantage in pushing the bit rate into the Gb/s region,
chaos modulation has also been implemented in chaotic optical
communication recently using optoelectronic feedback systems
with chaotic wavelength fluctuation [7].

While chaos masking and chaos shift keying both have lim-
itations in maintaining perfect synchronization during message
transmission, chaos modulation has been shown to be able to
provide perfect synchronization all the time in the presence of
variations of the message [6], [8], [9]. This is because, in chaos
modulation, a message is also injected into the dynamics of the
transmitter when it is encoded onto the chaotic waveform of the
transmitter and is then sent to the receiver. Both the transmitter
and the receiver are driven by the same force which includes the
message; thus, the identity between the transmitter and the re-
ceiver is maintained in the presence of message encoding.

Since the message participates in the evolution of the
dynamics of the transmitter in chaos modulation systems,
the output chaotic state of the transmitter can be very com-
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plicated due to the random nature of the message, which is
a desired characteristic for secure communications. In fact,
in the attempts to attack chaotic communication systems by
eavesdroppers, it is found that the systems utilizing chaos
modulation are relatively difficult to attack compared with
those using chaos masking or chaos shift keying [10]–[13].
The reason is that the chaotic trajectory becomes time- and
message-dependent, which makes it very difficult to unfold
by using established reconstruction techniques [10], [11], thus
increasing the practicality of this approach in secure com-
munications. Therefore, how the chaotic state of a nonlinear
dynamical system changes with message modulation is a very
important issue that, to our knowledge, has never been studied.

In this paper, we numerically investigate the implementa-
tion of chaos modulation using two chaotic optical communica-
tion systems: an optical injection system, which takes a period-
doubling route to chaos, and a delayed optoelectronic feedback
system, which generates chaotic optical pulses through a route
of quasi-periodicity. In both systems, numerical simulations are
carried out to analyze the complexity of the chaotic state with
the presence of message encoding. Synchronization quality is
evaluated as the amplitude of the message is increased. System
bit-error-rate (BER) performance through the chaos modulation
scheme for both systems is also calculated. The influence of
channel noise is investigated and the bit error is found to be
mainly from the synchronization error induced by the channel
noise. The objective of this paper is to study the basic char-
acteristics of message encoding and decoding using the chaos
modulation scheme in chaotic optical communication systems.
Security of a communication system is a subject that deserves
separate studies. It is not addressed in this paper except for a
few brief comments.

II. GENERAL THEORY

A. Correlation Dimension

To investigate the effect of message encoding on the chaotic
dynamics, the correlation dimensionis used to characterize
the complexity of chaotic states. The correlation dimension
has been found to be a good characterization of a chaotic state
[14], [15]. When is high, the complexity of the chaotic state
is high. To calculate , the correlation integral of a
dynamical state is defined as [14]

(1)

where is the Heaviside step function, and are vec-
tors constructed from the time series of the dynamical state,
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is the number of points in the time series, andis a pre-
scribed small distance. The local slope of the correlation inte-
gral [15] is first calculated as

(2)

The correlation dimension is then found at the position where
shows a plateau.

In chaos modulation, the random variation of a message is in-
volved in the dynamics of the message-encoded system, making
the dynamics different from that of the system without mes-
sage encoding. Encoding messages in such a system is equiv-
alent to increasing the number of degrees of freedom. There-
fore, the message-encoded system has its own characteristics
and dynamics which are not the same as those of the system
without message encoding. The estimate of the correlation di-
mension, shown in the following discussions and figures when
the system is message-encoded, represents an indicator of how
the complexity of the dynamics varies with the message ampli-
tude.

B. Correlation Coefficient and Synchronization Error

As was discussed in Section I, when message encoding
through a chaos modulation scheme changes the chaotic
dynamics, it is possible to maintain the synchronization quality
of the system because both the transmitter and the receiver
remain identical in the presence of a message. Synchronization
quality is usually demonstrated by correlation plots with the
output of the transmitter versus that of the receiver. To be
quantitative, correlation coefficient and synchronization error
can be calculated. The correlation coefficientis defined as
[16]

(3)

where and are the outputs of the transmitter and the
receiver, respectively, and denotes the time average. The cor-
relation coefficient is bounded as . A larger value of

means better synchronization quality. Synchronization error
is another criterion usually used to measure the synchronization
quality. There has not been a standard definition of synchroniza-
tion error, but a common one is defined as

(4)

When the synchronization erroris small, it means the synchro-
nization quality is high. In this paper, bothand are calculated
to check the synchronization quality.

C. Channel Noise and BER

In a chaotic communication system, once chaotic synchro-
nization is achieved between the transmitter and the receiver,
message encoding and decoding can be implemented. Since the
additive white Gaussian noise (AWGN) channel constitutes the
most basic component of a communication link, the investiga-
tion of the system performance under AWGN is of great im-

Fig. 1. Schematic setup of message encoding and decoding with additive
chaos modulation in an optical injection system.

portance. Different from that of a conventional communication
system, the performance of a chaotic communication system
strongly depends on the quality of synchronization. Channel
noise does not only contaminate the signal in the process of
transmission but also seriously influences the synchronization
quality of the system by generating synchronization error. The
synchronization error is generated because the identity of the
driving forces to both the transmitter and the receiver is cor-
rupted by the presence of channel noise. Therefore, the system
performance strongly depends on the robustness of synchroniza-
tion under the influence of channel noise, which can be very dif-
ferent for different systems as we will show later in our demon-
stration of two chaotic optical systems.

BER is a standard performance measurement of a commu-
nication system. It is often measured in a form as log BER
versus signal-to-noise ratio (SNR). In a chaotic communication
system, while additional energy has to be used to transmit the
chaotic carrier waveform, the information is only included in
the energy of the message. Therefore, it is common to treat the
chaotic waveform as a carrier and include only the message en-
ergy in the calculation of the SNR. When the message is dis-
turbed by noise, the signal levels designated to bits “1” and “0”
spread out and overlap. Bit error is detected when a “1” bit is
mistaken as a “0” bit and vice versa. As we have discussed
above, the bit error caused by the channel noise comes from both
the contamination of the message by the channel noise during
transmission and the synchronization error generated by the in-
jection of the channel noise into the receiver. As we will show
later in Sections III and IV, the error from the second effect is
very important for a chaotic communication system.

III. OPTICAL INJECTIONSYSTEM

The configuration for message encoding and decoding
through additive chaos modulation in an optical injection
system is schematically shown in Fig. 1. In this system, an
optical field from a master laser is injected
into the transmitter laser to drive it into chaos through a
period-doubling route [17], [18]. The parameterdenotes the
frequency detuning between the transmitter laser and the master
laser. A message can be integrated onto the injection
field and then modulates the transmitter laser in several
possible ways, including amplitude modulation, frequency
modulation, and phase modulation. Amplitude modulation
with is adopted in this paper.

According to the configuration in Fig. 1, the transmitter can
be modeled by the following coupled equations in terms of the
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complex intracavity laser field amplitude and the carrier
density [19], [20]

(5)

(6)

where is the cavity decay rate, is the free-oscillating fre-
quency, is the longitudinal mode frequency of the cold laser
cavity, is the confinement factor, is the linewidth enhance-
ment factor, is the optical gain coefficient including nonlinear
effects, is the spontaneous emission noise source,is the
injection coupling rate, is the transmitted signal, is the
bias current density, is the electronic charge, is the active
layer thickness of the laser, is the spontaneous carrier decay
rate, and is the refractive index of the semiconductor medium
[21].

The receiver, driven by the transmitted signal
, with

being the coupling strength, can be described by

(7)

(8)

Comparing (5)–(8), the transmitter and the receiver are identical
and are driven by a common force . When the receiver laser
is stably synchronized to the transmitter laser, ,
the message can be recovered at the receiver end by recovering
the message-carrying field as the following:

(9)

and the message is finally retrieved by passing
through a filter. Details on the laser modeling and the discussion
on the synchronization condition can be found in [20].

When the encoding message is injected into the laser dy-
namics of the transmitter as in (5), the chaotic state of the trans-
mitter is modulated by the message. To investigate how message
modulation influences the dynamics of the transmitter and fur-
ther influences the system performance, numerical simulations
are carried out based on (5)–(9). Typical intrinsic laser parame-
ters as given in [20] are used in the simulations. The encoding
message used in the simulation is nonreturn-to-zero (NRZ)
random digital bits “1” and “0”, with the amplitude of “1” indi-
cated by and that of “0” as . The strength of
the message can be varied by adjusting the parameter. The bit
rate of can be as high as several Gb/s as the chaotic output
of the optical injected laser is very fast. In this paper, the bit rate
is set at 2.5 Gb/s as a typical value.

Fig. 2. Calculated correlation dimension plots with different message
amplitudes in the optical injection system.

The influence of message encoding on the chaotic laser dy-
namics is first investigated. For the optical injection system, the
chaotic output of the transmitter is recorded as the time
series and is used to analyze the correlation dimension. Fig. 2
shows the plots of the local slope of versu for
different message amplitudes. The three coincident curves in
each plot correspond to the same local slope of
but are calculated with different embedding dimensions and
delay times when the vector space is reconstructed as in (1).
The plateau where the value ofis retrieved is indicated by a
horizontal line and the value is shown in each plot. When there
is no message encoded as in Fig. 2(a), the correlation
dimension is found to be , which is the characteristic of
the original chaotic state of the optical injection system in the
absence of chaos modulation. In the presence of an encoded
message of amplitude , the correlation dimension is
increased to , as is shown in Fig. 2(b). In Fig. 2(c), when
the message amplitude is increased to , the correlation
dimension is found to be larger than 3 with . Originally,
the degrees of freedom of an optical injection system are 3 and
the correlation dimension is capped to be below 3. Now, as we
can see, due to the effect of message encoding, the dimension of
the system is increased to be higher than 3. Finally in Fig. 2(d)
when , the correlation plot shows a characteristic of
noise-like behavior where the local slope of the correlation
integral has no flat part at all. It indicates that the chaotic state is
now very complicated and the dimension of the system can be
very high. This analysis indicates that the injection of a message
into the dynamics of the transmitter increases the complexity
of the chaotic state dramatically under certain situations. This
makes it very difficult for an attacker to decode the message
without knowing exactly all the parameters of the transmitter.
In the analysis above, the intrinsic spontaneous emission noise
of the laser is not included in order to clearly show the effect of
message encoding on the chaotic dynamics. With the intrinsic
noise of the laser, the chaotic state can become even more
complicated [22].

Though message modulation can increase the complexity of
the chaotic state, it does not break the identity between the trans-
mitter and the receiver, as is shown in (5)–(8). When there is
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Fig. 3. Synchronization performance of the chaotic optical injection system
indicated by (SNR) versus (SNR).

no message encoded, the correlation coefficient between the
chaotic outputs of the transmitter and the receiver is calculated
to be and the synchronization error is .
The imperfect synchronization is caused by the intrinsic spon-
taneous emission noise of the lasers. As the message amplitude
increases from to 1.0, both the correlation coefficient and
the synchronization error show no significant deterioration. This
property holds even when some parameter mismatch exists be-
tween the transmitter and the receiver. Nevertheless, the ampli-
tude of cannot exceed the extent where the driving effect
of causes the output of the transmitter to lose the chaotic
characteristics required by chaotic communication. Therefore,
the amplitude of is capped by the requirement for keeping
the dynamics in the chaotic region.

Channel noise is an important effect in determining the
system BER performance. In chaotic communications, the in-
fluence of channel noise is further amplified through the process
of generating synchronization error. When there is no synchro-
nization error, the message is just contaminated by the channel
noise as . When there is synchronization error,
the recovered message is .
Therefore, the system performance directly depends on the
characteristics of the synchronization error. The synchroniza-
tion error is generated when channel noise is injected into the
receiver dynamics and breaks the identity between the trans-
mitter and the receiver. As the generation of synchronization
error involves the nonlinear dynamics of a system, the synchro-
nization error caused by channel noise varies significantly from
one system to another.

In the optical injection system, when channel noise is in-
jected into the receiver system through , enormous syn-
chronization error or even desynchronization is observed. To
show the significance of how channel noise generates synchro-
nization error, the effect of channel noise is studied in the com-
parison of the channel SNR, denoted as (SNR), to the receiver
output SNR, denoted as (SNR). In the definitions, (SNR)

and (SNR) , where is
the power of the transmitted message, is the
variance of the channel noise with being the power spec-
tral density of the channel noise and being the bit duration,
and is the variance of the total output noise which is defined
as with the synchronization error in-
cluded. Fig. 3 shows the result of this comparison when the mes-
sage amplitude is set at . It is shown that (SNR)is about

Fig. 4. BER versus (SNR)of the chaotic optical injection system. The BER
of a BPSK system is also shown for comparison.

27 dB worse than (SNR)because of the synchronization error.
The dependence of the synchronization error on the channel
noise is quite linear with a slope of 1 when (SNR) dB,
as is seen in Fig. 3. When (SNR) dB, bursts of desyn-
chronization occur to deteriorate the system performance. This
means the BER depends only on (SNR)if the channel noise is
low enough so that the bit error comes from synchronization
error rather than from bursts of desynchronization. However,
when a large message, for example , is transmitted, large
channel noise is introduced for the same (SNR). In this situa-
tion, the large channel noise can induce bursts of desynchro-
nization, which dominate the bit error. When this phenomenon
occurs, transmitting a message with a larger amplitude produces
more error bits than transmitting a message with a smaller am-
plitude does for the same (SNR).

The system performance represented as a plot of BER versus
(SNR) is shown in Fig. 4, in which each curve is obtained by
fixing the message amplitude while changing the strength of the
channel noise. It is clear that, for the same (SNR), the modula-
tion with generates more error bits than the modulation
with . When , the BER does not show signifi-
cant difference compared to the case with . To compare
with conventional communication systems which do not func-
tion based on the synchronization of chaos, BER is also calcu-
lated for a traditional binary phase shift keying (BPSK) system.
In comparison with the BER curve obtained when ,
a power penalty of 32 dB is observed. For chaotic communi-
cation systems, synchronization error and/or desynchronization
burst are the major sources of bit error. Which factor dominates
the bit error depends on the configuration of a system and the
strength of the channel noise.

IV. OPTOELECTRONICFEEDBACK SYSTEM

The arrangement for message encoding and decoding through
additive chaos modulation in an optoelectronic feedback system
is shown in Fig. 5. In this setup, the transmitter laser has a de-
layed optoelectronic feedback loop which generates chaotic op-
tical pulses through a quasi-periodic route [23]. Message en-
coding is achieved through additive chaos modulation in the
feedback loop. Though not considered in this paper, multiplica-
tive chaos modulation is also applicable to this system [20].
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Fig. 5. Schematic setup of message encoding and decoding with additive
chaos modulation in a delayed optoelectronic feedback system. Dashed lines
show the optical paths.

When the encoded message, combined with the chaotic wave-
form from the transmitter, is used to drive the receiver, the mes-
sage is fed back through the optoelectronic feedback loop to
drive the dynamics of the transmitter laser. The receiver is con-
figured as an open loop and is driven by the transmitted signal
from the transmitter.

Experimental success of synchronization and message
encoding/decoding in this system have been achieved and
reported in [20]. In this paper, to investigate the effect of chaos
modulation on laser dynamics and system BER performance,
the same models for the transmitter and the receiver as in [20]
are adopted, where the coupled equations of photon density

and carrier density are used since the system is not
optical phase sensitive. The transmitter laser is modeled by the
following equations:

(10)

(11)

(12)

where is the photon density under the condition of free-run-
ning, is a stochastic noise term derived from , is the di-
mensionless feedback parameter which corresponds to the feed-
back strength, is the feedback delay time, is the normal-
ized response function of the feedback loop including the pho-
todetector and the amplifier, is the signal
that is fed back to the transmitter and also transmitted to the re-
ceiver, and is the encoded message. The other parameters
are defined the same as those in Section III. Meanwhile, the re-
ceived laser is modeled by

(13)

(14)

(15)

In (10)–(15), the transmitter and receiver are identical systems
even in the presence of message encoding and both are driven
by the same force . As bandwidth limitation is not the pur-
pose in this paper, is assumed in the
simulation below. With synchronized to , message
recovery is achieved by

(16)

Fig. 6. Calculated correlation dimension plots with different message
amplitudes in the optoelectronic feedback system.

In the delayed optoelectronic feedback system, the chaotic
output of the transmitter laser is a stream of optical pulses, where
the intensity of the chaotic waveform varies dramatically. To
prevent the optical intensity from dropping below zero, the bi-
nary NRZ message is taken in the form as
with the “ ” and “ ” signs corresponding to the random bits
“1” and “0,” respectively. The bit rate is set at 2.5 Gb/s because
the pulsing frequency of the chaotic waveform is limited by the
relaxation resonance frequency of the laser around 3.5 GHz for
the parameters used in the simulation. The transmission of mes-
sages at higher bit rates can be achieved with faster lasers.

The effect of message encoding on the chaotic dynamics is
first investigated. From the configuration in Fig. 5, the message
signal is dynamically fed back to modulate the chaotic
pulsing state of the transmitter laser. In this delayed optoelec-
tronic feedback system, the correlation dimension is calculated
through the peak intensity series sampled at the local maxima
of because of the pulsing characteristic of the system
[23]. Fig. 6 shows the correlation dimension of the peak in-
tensity series of the transmitter output at different signal am-
plitudes. In the absence of an encoded message as in
Fig. 6(a), the correlation dimension is indicated to be .
With a message of amplitude , the correlation di-
mension is increased to 2.3 as shown in Fig. 6(b). When the
message amplitude is increased to in Fig. 6(c), the
plot of the correlation dimension shows no obvious flat part.
We can barely tell that the correlation dimension is about

. Finally in Fig. 6(d) when , the correlation plot
shows a characteristic of noise where the curves do not coin-
cide with each other and have no flat parts at all. This analysis
indicates that the feedback of the message into the dynamics
of the transmitter increases the complexity of the chaotic state
significantly even when a message of a small amplitude is en-
coded. The random nature of the message is very important in
increasing the dimension of the chaotic state. When the mes-
sage has some correlation, for example a message with repet-
itive “101 010,” the increase of the correlation dimension of
the chaotic state is found to be not as significant as the situ-
ation when the message is random. The noise-like character-
istic of the chaotic state as shown in Fig. 6(d) is not observed
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when the message is not random. This delayed optoelectronic
feedback system has the potential to generate very high-dimen-
sional chaos when the delay time gets very long. With the com-
bined effect of high-dimensional chaos and chaos modulation,
this system can be very difficult to attack comparing with some
low dimensional systems with only chaos masking.

The synchronization quality for different message amplitudes
in the chaotic optical communication system with delayed opto-
electronic feedback is also investigated. When there is no mes-
sage encoded, the correlation coefficient between the chaotic
outputs of the transmitter and the receiver is measured to be

and the synchronization error is , where
the imperfect synchronization is caused by the intrinsic sponta-
neous emission noise of the lasers. The synchronization quality
is found to remain at the same level when the message amplitude
increases from to 0.4. The message amplitude is
necessary to keep the transmitter in the desired chaotic region.
When there is parameter mismatch between the transmitter and
the receiver, as what happens in real systems, bothand are
observed to deteriorate because of the mismatch, but the prop-
erty of maintained synchronization quality with different mes-
sage amplitudes still remains in this situation. The fact that mes-
sage encoding does not influence the synchronization quality is
a general property of systems with chaos modulation, which is
a great advantage in chaotic communications.

In the optoelectronic feedback system, the influence of
channel noise on the system performance is very important
because a large amount of synchronization error can be gener-
ated by the injection of channel noise into the receiver when
the recovered signal becomes .
The channel noise is injected into the receiver laser dynamics
through the carrier density when the optical intensity
is converted into an electrical current by the photodetector to
drive of the receiver laser, as is shown in (14) and (15).
The significance of the channel noise acting on instead
of as in the optical injection system is that the system
becomes more robust to noise with this configuration and less
synchronization error is created with the same strength of
channel noise. The reason is that, for a typical semiconductor
laser, the carrier lifetime is generally a few orders of magnitude
longer than the photon lifetime. Therefore, the relatively
slowly varying carrier density can function as a natural
low-pass filter to reduce the effect of channel noise.

Even though the synchronization error can be largely reduced
by using the optoelectronic feedback system, the amount of
the generated synchronization error is still huge compared
with the injected channel noise. Fig. 7 shows the comparison
of the (SNR) to the (SNR) obtained at . It is clear
that (SNR) is about 12 dB worse than (SNR)because of
the synchronization error. Different from the optical injection
system, the situation of desynchronization under the influence
of large channel noise is not observed in this optoelectronic
feedback system for the same reason that the slowly varying

smoothes out and reduces the effect of channel noise.
In Fig. 7, the linear dependence of the synchronization error
on the channel noise also indicates that the BER depends only
on the ratio of (SNR). This property holds in the entire range
of the message amplitude . This is consistent with

Fig. 7. Synchronization performance of the chaotice optoelectronic feedback
system indicated by (SNR)versus (SNR).

Fig. 8. BER versus (SNR)of the chaotic optoelectronic feedback system. The
BER of a BPSK system is also shown for comparison.

the requirement that in order to keep the output of
the transmitter within the desired chaotic region. Even though
linear dependence of synchronization error on channel noise
is observed in the two chaotic optical communication systems
demonstrated in this paper, the relationship varies from one
system to another. Nonlinear dependence has also been reported
in [24].

From the above discussions, the influence of channel noise
on synchronization error is found to be significant. The effect
of the synchronization error on the system performance depends
on the characteristics of the synchronization error, which may
not function as AWGN and can also be different for different
systems. Fig. 8 shows the calculated BER versus (SNR)under
the influence of channel noise and synchronization error for the
optoelectronic feedback system. In this calculation, the message
amplitude is fixed at and the strength of the channel
noise is varied. As we see, the BER drops to below
when (SNR) exceeds 31 dB, which is a much better perfor-
mance than that shown in Fig. 4 for the optical injection system.
To compare with conventional communication systems, BER is
also calculated for a traditional BPSK system. A power penalty
of 19 dB is observed for the chaotic communication system
compared with the traditional BPSK system. This power penalty
is mainly caused by the enormous synchronization error gen-
erated by the channel noise. However, for chaotic communi-
cation systems, the performance can be largely improved by
adding a low-pass filter at the receiver to reduce the fluctua-
tion of channel noise and synchronization error. Other signal
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processing methods can also be implemented in chaotic com-
munication systems to further improve the performance.

V. CONCLUSION

We have analyzed two chaotic optical communication sys-
tems with the implementation of the additive chaos modulation
scheme for message encoding and decoding. In both the op-
tical injection system and the optoelectronic feedback system,
the influence of message encoding on the chaotic dynamics is
significant. It is found that a small amount of message injected
into the chaotic dynamics can increase the complexity of the
chaotic state dramatically under certain situations because of the
random nature of the message. This feature increases the prac-
ticality of secure communications using chaotic systems with
chaos modulation.

In chaotic communication systems, channel noise does not
only contaminate the transmitted signal, but also creates syn-
chronization error in the system. This error is one of the major
sources of bit error for the system. To improve the performance
of a chaotic communication system, it is important that both
the synchronization method and the chaotic system be robust
to noise.
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